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Abstract

Hiermit wird beschiftigt mit dem Nachweis der Mingel und Grenzen der sog.
Grundrechtsnaturtheorie, welche die natiirrechtlichen Grundrechte im Koreanischen
Verfassungsrecht auch Auslinder zustehen 148t. Dieser Theorie folgen die hierzulande
herrschende  Grundrechtslehre und die stindige Rechtsprechung des
Verfassungsgerichts, welche in iherer Anwendung in einer schwerwiegenden
Verwirrungen geraten ist. Meiner Meinung nach entschied sich der Koreanische
Verfassungsgeber gegen die Grundrechtsberechtigung der Auslinder. Er wollte
unmiBverstindlich den rechtlichen Status der Ausldnder nicht mit den Grundrechten
im Verfassungsrecht, sondern nach dem volkerrechtlichen Standard garantieren. Hier
wird versucht zu demonstrieren, daB die sog. Grundrechtsnaturtheorie den Willen
des Verfassungsgeber, der im Wortlaut fast aller Grundrechtsbestimmungen, deren
Entstehungsgeschichte und im systematischen Zusmammenhang mit Art. 6 Abs. 2121)
des Koreanischen Verfassungsrechts zum Ausdruck kommt, miBachtet, so daB sie

die Grenzen der Verfassungsauslegung iiberschreitet.

Keywords: Auslander, Grundrechtsberechtigung, Jedermannsrechte, Koreanischenrechte,
Natur der Grundrechte, Grenzen der Verfassungsinterpretation,

historischsubjektivistische Auslegung, Normativitit der Verfassung

121) Article 6 (1) Treaties duly concluded and promulgated under the Constitution and the generally
recognized rules of international law shall have the same effect as the domestic laws of the Republic
of Korea.

(2) The status of aliens shall be guaranteed as prescribed by international law and treaties.
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Abstract

In dieser Arbeit geht es um das Verhiltnis zwischen Internationalen Pakten {iber
Menschenrechte und den Grundrechten in der Verfassung. Einen AnstoB zu dieser
Untersuchung liefert eine Vorschrift, nimlich Art. 6 Abs. 2 KV. Sie lautet: die Stellung
von Auslindern, wie sie durch das Volkerrecht bzw. Staatsvertrige bestimmt wird,
ist zu gewihrleisten. Das heiBt, wenn Auslinder nach einem Inernationalen Pakt eine
Menge von Menschenrechten haben, kénnen sie geltend machen, dass der Staat ihre
Menschenrechte beachten muss. In diesem Zusammenhang sollte man zwischen jenen
Menschenrechten als solchen und diesem Beachtungsanspruch unterscheiden. Die
Erstere sind nach dem Internationalen Pakt bestimmt, wihrend der Letztere nach
dem KV selbst bestimmt ist. Meiner Meinung nach ist ein derartiger Anspruch an
sich als eine Art Grundrecht zu qualifizieren; er hat nimlich den Verfassungsrang.

Fin Ahnliches gilt auch fiir Art. 37 Abs. 1 KV. Nach dieser Vorschrift diirfen die
Freiheiten und Rechte der Staatsbiirger nicht deswegen vernachlissigt werden, weil
sie nicht in der Verfassung enumeriert sind. Das heiBt, ‘die Freiheiten und Rechte
der Staatsbiirger’ im Sinne von Art. 37 Abs. 1 KV sind genauso wie diejenigen
Grundrechte, die in der Verfassung enumeriert sind, zu gewihrleisten. Meines
Erachtens gehoren Menschenrechte, die durch eine Reihe von Internationalen Pakten
{iber Menschenrechte bestimmt sind, den Freiheiten und Rechten der Staatsbiirger
im Sinne von Art. 37 Abs. 1 KV. Somit konnen die Staatsbiirger im Ergebnis geltend
machen, dass jene Menschenrechte aufgrund Art. 37 Abs. 1 KV in den Katalog ihrer
subjektiven offentlichen Rechte mit Verfassungsrang, d.h. ihrer Grundrechte,

inkorporiert sind.

Keywords: Menschenrecht, Grundrecht, Patke tiber Menschenrechte, Art. 6 Abs. 2 KV, Art.
37. Abs. 1 KV
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A Study on the Constitutional Control on the
Location Information Tracking of Information
Communication Devices for Investigation Purpose

MEAEUety HatMZOet W=, HefdiAt (U.D., J.S.D.), 0l&E
University of Seoul Law School, Professor of Law (J.D., J.S.D.), Sangkyung Lee
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IEXE

) 7h919 YA HE(Location Information)s E-8dh= £ “A7|¥FAH]A(Location-Based
Service)'7} &/J31=|Qltt. o]t YA H ] T2 ThYtt HOlE AlBotole E-tstal o7 7HA] A
HH EAE AT E5] 77171 71919 AP EE FAEH o2 E86l= A, FEFA Q] 4l
Hd, AHEge] vjd 9 JiRIFE 59 XshE o712 &= Ut} webA] E =12 @4 24 Hi%lE 9
AFA7 A A4 FHE thS 7R FESH] =03t WA JRFAV|79 YRS TRE
=95, F HAR FA7|A] = YAF4, Al A= A7 GPSHXAE S0 Tl AR =g
o}t o]t =29} Tt Eo] Y|4 9] AU BAEAZA G, BAHLe] B4 9 I ER]
Z278d 5 ol ofFe] ol HEI

AAFEE FARH O R E8oh= B2 tofoltt. A= FAVA= XA A3 AA7F GPS
AAFES] FHow ES 4= Qe WA= AR FHL thA] 27HRAR EE 5= Stk 3A
£ OIS HEBA|7I9 AFS B8 AXFH o R TAS WA= F& HHE B3 AAFH-
229 AS BAGRMAMAEY 237 #AHE FE-olth. A= EAT 71X Yol EAsk= ZE
B4 714A S digk BAWG S AAFEE A AT FH-A9. TIX T FAP-9 AFE =4
olct. bzt AMATAC} vl=o] AN YS] WS Bofl TAVIA S YAHES] o] ek Y
A BAZAE AvEd.

Tha2 AAIZE GPSYA P ES] 2ot} GPSHAG H= A543 GPSHA F-2F &d7] Alo]& 4l
37} olE ok AlXkE 785t @719 9427} metEl= ACEH, 7wl srolv A, 4
9] gold 59 SHojA AR YA E oF FHETE AAE GPSYHAAFES] FA = ThA] 271A]
2 EE 5 Utk AAl= GPSHAFA AR E Faoto] A&H 0w HAIZE S 6= o1, E4l=
W7 A= o8 AT GPSYAHEe] FAugolrt, AR GPSYAFE ] E8-2 FiEo <A
HEo| gtk AollA HERE 95t ZAI AP Hd} Af 5 JANZAE op|stEg, &8
gt YA ZAE viRstE YUY dFFIE 87102 sk= 5 AAsHA A= ojof gith. ol TH
H v= HA] welE ARt RA oA BAg AARES daA: g
FHIO: AXEE, LATIK|T HAXIFH, GPSYUXIFA, S49 KR, NS | AEH, AMES| H|Zt

AR, @Exe)

(=2F49: 2019, 5. 13. AAPHAIY: 2019. 5. 13. AMEEY: 2019. 6. 10.)
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B 2R3 AAZF GPS(AAYIAZRIAAEL: Global Positioning System, ©]5} ‘GPS)JA|F
Aoz EE 5 ok WAZ|AF AAGE 42 oA 27K = FH8E o Sl ARl
o5 HHEAI7]7]9] AMEE BT YXFA WO WAL WAV AS P& FEE Bt
AAFH-2 Y B¢ SAERKAIAESY] 237 IE FE-olth. Al 58T 7 1A=
ol EAske 2 B4l 7RSO gt SAIW ST AAEEES dF Alsis FH, 491
TR FAFDoITt. o] = THA| B wpA SAE WAV A= JHE G5k Aol

1) Federal Communications Commission, LOCATION-BASED SERVICES AN OVERVIEW OF OPPORTUNITIES
AND OTHER CONSIDERATIONS available at https://apps.fcc.gov/edocs_public/attachmatch/DOC-314283A1. pdf.
2) SuEtolA] === FA0 thet -} JRAL] EAls FHE A S EAIR <71E-EE
ORRE FAQ H2Z Bo5k= AR Y Al6xR FAY AR Ho FFolH, AF]ZEANA 719
G9kAQl O] Ho= A A17R0NA 5= AMIEY] vda} R3-9] BHE JHoloh. FAY AHdE
H5ol AS LG99 APE HoE A4TEZHRS] AFAEE 2kT Q7| Wi = ddiEee] TeEE
T A FGoA dojup= AR FH 9] meolHA] ol ZAE FZAZ]1AL Sk A AHEE 5o}
9] 9 APERe] vt ZpFof gt AR =9 G, S AHERI14), JEA, 2019, 338%
Sk Aguel, A A19%), HEAL 2019, 1224%F o|sk; 7, HAHSHAIRH), HEAL 2019, 562% oo
-8, FHSHA4T), HEAL 2014, 680% ©lsk: 319, T=HHEFN 1), HFAY 2016, 404% oI5t =
BAEE L] B0 3T APASE AR HFA(SF 2), 351-354%; FHis, B419) vidEA o] st A H3H
st A453 A4T (2010), 287% ol3t A=
4) o2}, 7|x]= $=AHe] Ado] tisiAlE =3o] Q1 o T Pals] AJojH o] ofatH, ol& Felet
HOlZ e dAol disiAls vEE, 229 AR Bt =9, 81 I H7e: AlAL - v]=9] AlEE
FAo=, A3t A46d A4S (2011), 125-129% =, g, AHA T o W2, 7|X= FARE EF
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AlolE 4137} olE k= AlTkE AR o R £7F S7Y5te] ©dv]Y] YAE Ttk
AozA HEol thH 24 AXE Ad Fart §lo] 1gsh JUAE fpolE g, 7]e2]l
Folut RIS, 9] Bold 59 SHolA TIR= YRR °F FHEEL™) o2IgF GPS
AAES] AT A 27 K= HEE = QU AR, GPSHRIFH AAIE F2ksto] A&40
2 AN 2R FE7E AL, EA, 29 7HI7IAE (cell site simulator)S ©]-83F AAZE
GPSYAIEEL] AHo] Qlrt. AT GPSHUXFE S| E-8-2 P9 W2 A7 glerz
HERE ko] EAZ} Qtk. ESE AAIZE GPSYAAHL] 242 AYEe] u|d} 2R 5
HEAIE op7|otu =, A7 GPSYA G 28] Ha TAS vlsts WY I4Fos
870= k= 5 AAsH QIstefof 2tto

o] XK O] &g FHo| gt FES At #2 HY v gt
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(E1. IRPYEo| 2ZHH)

b SLEOIAMX 20 oF
[ 2R =2 YREFE =5

b CIE= AL

AR FEHEE 2

ANVA

b ZLEIIEIS 0lE

T 9AE A, AR AR 7[R =olA] BAIE HASPHEES S35le] SORIE W FAVIHO R
89t 3t} AA 2018. 6. 28. 201289538 5, WY 30-15F, 602 F=E. 53] AHAHALTT 712+
FA MEE BAMDESH A2 A11E 7HE WA 250 SAAM O tist A2 9] g9l e Holakal
HEs] sfplonz B =50 & SiHAukA0] B et =it &, 7|X]|S SARE HE] wiRjo] oAlg]
& A5 A= 71X o] 8%t BE ARFES] #-kAl A7E B85} A7 -9kl S 5 ARAAF EhAIQITE
SAIQ1e] Agy, WhAlR], SpAlT} HEAIO] ALY, BA19] Bt AIZE Tl e 5 F4lof Bt JRES FAEEO

2 3sto] Al o] &5k A Erlth ol MollA HRIA|, A PR T FAIYES o] et vl
A, et A594E A23 (2018), 9% 75 23)014] A BAMEESY AR A1138 vEE VA=
AP BT EA At Qs FE2 oRE Helh

5) AL, dA=E AFA T FAF9], Law & Technology Al14¥ Al43 (2018), 12%.

6) 4= 5), 3%
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0
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HB O kA7 QA H (Cell Site Location Information)©f =3t Aot Eojzsiet
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2] o3t Ae)geato] sidshs ZolojA AAEAY 68z A1l o3t FHAUS] thio] He TEHY
PAloll sfidstA] ol o=, F A Auriiol sl ARMA Y] o] o &Rl it FAIREAS
< 8FstEtE olo] & ARIA| AR A7 SAAFAS] Aol BAA SlojA Z[EAZSY] F7go]
A=A ofHgith= ol fE 247 BAY ZstaAE Wt of7]ols 3919 witjojdo] QU=dl, SARE
HASFE 170l -4 Aol dE o P19 FAIAE ] tioto] tEH R ok AR
E2A AYH AP0l sfstE R ERto] Yoyt 93 o iF AARRte] Blgelal, Ay HERTE 11
AAZRE= 494 848 Ba5] AT Audy SAARE SR diste] fAAAS & Fol=
AT A752 Aol wet AdERYe] dote] F42 FABAE & & Jo8E Autiyd
HEZRY] qRMIEHTE ZololiAle FEok= oIt dA 2012. 8. 23. 201097439, B 24-24,
645-646 FH=.
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FAo ARl H o] SRl Hiet JEE HASE + JoER AAPE FHRERE FE
Ho7t dar) Rzt JHA| FgadstAY, “olslele] ogat Heiste] WK oz T
She BANM SRIRtEE HIE B84 ZJEO]X]”J 0431 gEe] 75‘%5)( vfi:‘_ﬁ_ &9 Zél"i—?
iioﬂﬁa PEE #od g
, & LefoHAIL AIE 0] Q7] 3] q’ﬁ:"ﬂ APEE] ”ﬂi# X}E*EH LR i Oﬂ
H A7 AR £AE O
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- 9low £9k2 Folel Br}. ThSolH gk u]
W SL metoluiA] ZHo|q Ml 9tk ol BE ol A EL
Alu o] mafoluiAlo] EAET YT o] EAAel 7l Egow QFEX] 9] Yol

Lo e O::
o
123
e
19,

3. O] HHMHHRO| THY|: Carpenter v. United States?®) — A|ZH BEA|El LAl

71Xl YXPHE (time-stamped cell-site location information: ‘CSLI')2} A
339

ool AP E7E BAIE AZR] =] YRIFHAYHe} FAolof st A
o] I E AHHE7|Z Jir},

(1) Ard2tA

HZE #7841 (Stored Communications Act)’d2] HYEE 870 ot &22=2]

42) AA 2010. 12. 28. 2009% 7130, THF 22-23}, 556.

43) ¥4 2018. 6. 28. 2012@9H91 5, & 30-13}, 578.

44) A 2018 6. 28. 2012¥71538 5, WY 30-15F, 606.

45) o] AL TA 9] Foidst A7 A= YR 71=9] Zato|H|A](the privacy of historical cellphone location
records}oﬂ 73t o] 71 =|UTh. Roberts Y40l P o] WAL 5(AA)-4(FF) wHolqlen, F7
7t 9% glo] sk EdY fAE 2k A9 71E°ﬂ Aok A2 v= Ay 7%
A|40f Juksl= Aolgtal 3% ththe government violates the Fourth Amendment to the United States
Constitution by accessing historical records containing the physical locations of cellphones without
a search warrant), Carpenter, 585 U.S. ____ (2018).
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HAZ|A =9 fIAFA715S 27] A3 HeB982 Aol a8 1 715=°] @A
A3 F Al F2ok dgo] ke 22 Te 4 e gAY olf{reasonable
grounds)’ & “A33t o]probable cause)” THAISNA] @53l QIt}.46) Carpenter?] 235}
of tigt BAI7IRe] YAFAARZ HHE Carpenter] 12794719] ol 5=ES THEQIY
°o|F &3l Carpenter®] FHH3V7 |7} 47H19] A= A4 TA o =7 RS FAI AL
= S HoJFQI} Carpenter?] SA8A| 413 (his motion to suppress)?] AH-H &
I s I O Aodad e ol fAsHt AWt Ee HHo
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46) T 149 Y2 o33} Zt} 18 U.S.C. 2703(d) Requirements for Court Order.— A court order
for disclosure under subsection (b) or (c) may be issued by any court that is a court of competent
jurisdiction and shall issue only if the governmental entity offers specific and articulable facts
showing that there are reasonable grounds to believe that the contents of a wire or electronic
communication, or the records or other information sought, are relevant and material to an ongoing

criminal investigation. In the case of a State governmental authority, such a court order shall not
issue if prohibited by the law of such State. A court issuing an order pursuant to this section, on
a motion made promptly by the service provider, may quash or modify such order, if the information
or records requested are unusually voluminous in nature or compliance with such order otherwise
would cause an undue burden on such provider (€& A} F7}).

47) vl=r QR 4 Adxe FEFYIE AL lok: B 4, Qb4 AlEo| tiste] AA|, A4 AR
E79 ¢S BARE =419 A= HsiEolAs b 2 A olf7 A, AL gkloll
oJste] =, A A4 AxE A, d5E E25S B35 7SR ofdstale ol URE
4 gioh

48) Ol#3F 12 Katz v. United States A9 Harlan Tiizhe] 530170 oJ8 AN o] 28} o}5712'2)
=23 Zoia B 5 9tk Katz ARAS AP |80 KatzZt 353504 g S5l0] Sohf8-2 553 399
AAGE & Aol o] ARolA AU A =4 A4 A= EEHQl Ao
S =A9] o o] WE 4= glong ERRQ]olE(property trespass theory)Z B o1} AHAH 47
A429] Y5219 FAlof] ARl A | =il solth wbA] R P9l FH s 7|t
T U To|HAE XS AoEMN, o= Aol Tt AUAH 4 A4z ‘pA o PRt
HASIGAH. Harlan ti39] ol5712 A, 7119 341 mejo|HA|9] 7] t(reasonable expectation
of privacy) & AAE HU=A], B ALE7E 123 7[HE Al A= Q1A FH|7F Hof =A9
oRE =] it F AYEEZ vl dHAH S A4z S d5te] P BR/E Sh=A|
o 5o thsto] EHFYPolE] HEL Ut EHIYo|Ee] HEH vlx AFFHol ol HEE= FAE
o] LAY 474 A4 T AAHR] HIIEX7L QI E ojof 51| o] A 74 Adxo| =
FEFAe 5B Aol it -0 FRAIFIIL QI SRS 5), 6&F IR
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BESReE A 1 7lgp gelel A0 Qe Z6lE s JolH B4l et
Wron Suon AFET AR olfol o8 AN YLE aFTTHwhen an
individual “seeks to preserve something as private,” and his expectation of privacy
is “one that society is prepared to recognize as reasonable,” official intrusion into
that sphere generally qualifies as a search and requires a warrant supported by
probable cause) 49 77| BAIZ| A% Wa712L R dfste] o] Pt BAsEL
Bojol, 7jole] H4d 2AS ARHT 4 Y= WA Ao P sekaict
(Historical cell-site records give the government near-perfect surveillance, allow it
to travel back in time to retrace a person’s whereabouts). A|3A} ©]2(third-party
doctrine)°] o|&7t ‘YUY 7|&E & AHlStths F2 vl sHHA, AT A “FH9
Ao AAIE ARIFHEY] Agte 73 FA A AR F4S Z5A] 9oL RS
X HE O] HARE ARE Aol W 7|50 A= kst BREEC] A7t el FE5IA
THthe Court noted the “world of difference between the limited types of personal
information addressed in precedent and the exhaustive chronicle of location
information casually collected by wireless carriers”). ESF S ASH= LAMAIEO] glojA

= oFE T E8] HAY= FE (pervasive part)°]il FTiASH AREAF] 1 ofH AH=ZA(Q]

49) AYHHYL Katz9] o]F710l2S ThA] ERIgH Smith v. Maryland, 442 U.S. 735 (1979) AR Q18511
=t Smith A9 AMEAIRE 28 WA= offiet 2tk AstsAke B29] 870 et Smithd] & AskE
He] 9XE HEE 7123517 Y5 Bl 527]|(Pen Register)E EAN] AA U Smithe] Z& A F3
oA, 1+ W =74 WEE BE SAE HiFsH] Stk FE Sioich HEHE 14 Hd2 d
55719 Fa AXA7F Ay 4 A4Z2E FNtelA] AT ARIC 24 Smith] FE HiH R
Smith= §3 W2 Woky, HFHE 5 g4 HodS dARE S FASH. e H 55719
A2 9 AR AR A A4 ZAEE $40] opEE gFo] B gltkal WAISIIT. Smith
AR A = AR 92 Katzoll whef o]57]E0l &8 Wt APEIEe] ohiE 70" 8 & & A=A
o Roll= A, 7iRle] AAl AR A BT 7|HE UEPiEA of. E4, A7 A" Ao R
1A FH]7E Hoj QleAlof tigt 19 7|t of o D vt 9%]). AYNH UL Smith= L7} ARESE
ARG AN AL HFHoR 7|tfslR] ghgkom, 17t I8A FSA|TE g 22 olf=E 19
7|the "3 legitimate)’ Z°] oF ATkl TAISHATE. A, A¥HH 08 HIAREALE A4lo] #3HE A
Ale] st s ot wAste] QIR BEof thet 7|thE 2ol QleA] YAAH, H3S|Alel ASSE
Adsfiof gk AME SIAF Thafst A AR] HHOE o] HBE =353 4= e A 2451 Jlthe
AMS Al QI917] whEolt}. 1|3l Smithe= AFA19] A s} 8-S BIEEE Aok ARES oFaAIT,
ASLE A Al ZRIEEE Hoskr] It Ak SHA| F6iSl7] Wizl ke skt obd J et ARgsio]
AP Hgo] gt 7|HE HojFR] Bt A, Smith7F AMYE] digt 234l 7IHE 7SR,
o] 7= AREZE ARl Zo=E QIAIG F8|7F HA] 2 Aolqltt. Smith7t APIH 02 H5t3|Ato|
AT A FRE ALsta 549 99 FAolA il FEE 1 FHof] "w=E' A HS 1 T3l A=
ARE NS i drhs ATE UF A7) diZelth e, i o] ARoflAf 7HQlo] A3Ate]
A AEHoR {7l HHof| gk ZefolHAle] 7 FEet AoE QIS 4 §Itk'a person has no
legitimate expectation of privacy in information he voluntarily turns over to third parties.)= d<

RIS olZlo] &9 A3AF o]2oltt. 442 U.S. 739~746.
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Qo glol AR = &2 71557 dizel, YAZA= AA715-2 2F 0= FR/E
Zio] ofy=kal SFATHCSLI is not truly “shared” because cell phones are an
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indispensable, pervasive part of daily life and they log CSLI without any affirmative
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v. United StatesE U-&5IT}.50

R AYHAL AR ol B A== 71R19] YIXHH] et B HESh=
Ao oftjoll = BIx] QA|et, thy F AES] we|e] wAbAHe] o] ATkl TAISHIT
I A WA -] weEls 7i1e] &Rl 9|9} ol 5ol gt Zeto|HA| ZHHEAIE B
31 St} FHollA THE United States v. Jones AFA5D0] HEE TA191H] GPSYA R 42
notolHA| AHEAIE A7I3th= Aolth. tE d#9] = APIH R A|3AA oA
H AEo] gk 7iR1S] Zeto|HA| Z|HHEAIE THET. oA HHE SmithAFI2 H3tsjALe]
A 0 g2 o HE AP 7150 tigt Zefo|HAl= ZIHHE & 4= {13, United States
v. Miller APA520]4= 23§o] H{31aL Q= S-87150l tigh ZefoHA] 7= JIAEA]
P=thal sieleh. 13y AT HL WA A= fIAFA7| 5 Ssto] Q19 1A
P2 S5k AL JonesAHANA 1E|E GPSYAIF2 (monitoring)2] A4 J2-& ol
SHokal Tkl skeitk T19f wAlo] ZiiQle] T19] AR EE FAGAIANIAIA A|&5A 2
£ eEA7l= A2 Smithet Miller AFAS] A3R} o]22 FAISH | & Skl Bkt shA|Rt
A7 A= AA7159] ERSE A0 BSo] & o, ALY Smithet Miller |7}

50) Kyllo v. United States, 533 U.S. 27. ARolAl AWt 3 vpZolA HetY] g2 $35to] ojm|A|&
BT A = e M2 AHE ARESIE A9EtE olAo] 7 A4z Ao sigsto] o] B a6t
Tl TSI AP IR o] ARoflA] HReRRARE: KylloQ] A0 gt E21d I glol= mi2jshyt
Aeigs-S AR 5 AEF F3Md(the thermal imager)§AE ARSI PIoFpARES FIPIFAE
&3l Kyllo7} mHI2R}9] /s £X1517] ffste] S22 52 ARSSHL Q= 22 & 5= itk o A9
HEE KylloZ} ZejolHAlo] thgt 341 7|tE HEolFA] ZHTh BASIGIE ustd e 19
Ho g HEEE IS A57] gt ofd AlEE SkA| geren, A¥ 17t 9 AEE Seict stelEie gty
A7t KylloS] Ao} 71 ofd Wdgh HEE =SA17]R] & #5F ofdet 119] ol 539 =AL
3 (only amorphous hot spots on his home's exterion)?F =&A]7]7] wj&olct 1L AtiHAS
T4 HES HEsSlth AW 57 At tiSolAle AR e AXE ARESte] E8F
Y glolz Foll= 7 MY flole & 4 AT /Y T AF ARRE "HAsH] 1%t TAIE
stlong ol AUAY 4 A4z A siget A glol= ERtERr Aolgtal wAJsIIT 533
U.S. 27, 4~7.

51) 565 U. S. 400.

52) United States v. Miller, 425 U.S. 435 (1976).
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o] AtAY] ALE+= A& AHFSIHHGiven the unique nature of cell-site records, this
Court declines to extend Smith and Miller to cover them).53)

E3F AT o] itk TA2 ofn] ZlQlo] E2]AQl ofF (B &) HAlA AMYE
< d93 o= ZIditthal ARt webA B2 vl=5o] '4e] ZefoHAl (privacy of life)
£ gt F= WA7IAS fR71EA digt BRe] HEZ 518k A 711 7Idi vist
Al Hok skgink o714 AW Riley v. California AFIE Q1-&SHAL Qlth59) AR
A a7 R7152 Jones AROIA 2123t GPSHIA]F-# (monitoring) Hrk 7HAE
izt o 2 S5 7HRth I BAIS AIR71ES ARl o5t st A7t
ojfojd 4= QI SiFH, HH= tiFRo] olF-EAAIAT 517t olF E-RSh
Zia gloug 1 R ARl e 5] s AR AL oY 4 A "ok
BAR= TV 92715 o877t GPSAPE. Kot gelslA] givkar =A3skRRE, A
@& o] ARdollA Fxsjof & T F485] HJustrtal Hokrh ofshE, AWt o]
ARt 212 "Kyllo AFAOIA ofu] AREAY 7B 51 A3} Zo] Hrf Awdt Al

-

T oga

—

53) Carpenter v. United States, 10~18.

54) Riley v. California, 573 U. S. __; 134 S. Ct. 2473; 189 L. Ed. 2d 430 (2014): ©] AFAL Riley®} Wurie
T Aol it Foids g4t EAIEAEE WA Rileys 25 YRloz Hiold T Fr4x] Hoz
AzZzhct AEH Riley AFAS $ARBR= ZETL Rileyd] HER] FH{UoA FASE Yot FojAsiof
U&= HEO| HITgor AT Ay TAE £ojE v o2 ARSSH= Aof FEICE 2417 T A AIA
VS ARCE = FAREle] A9 YA A-ZE AR YA ARIE] FEH0 R 71%510,
F AH= 54 A #RASHA RileyolAl @€ A1 Ad WHo] 78k £ 1¢H £S5 Zohith
ARA A2 FAUAEFE viAEIL, Riley= F30ES W9kt EQF Wuriews Hull nfek jjo]
Fofsls AE AT Aol g A=t AEA ol AETES Wuried] AAERE FojAss g5t
I A7 J'e® AHE £X9] H3HE shoA fAIskY laS WA ARTES HIE ¥
Az} 71800 F&ste] Wurie?] oftEDtY QA== HSRISE S5t AT 4L HFY, Wuri
olmEo|A ulel, F71%, ©ef, 181l @5 AUt Wuriew vl Z7HFE 7|AH o AHA
FAMAE TS HHSIALL Wuriews A3WEE It O A1dAaHeS 1 fFwES AESIGIth
AYHHYL Rileyo]l TofA= FHTES HESIAL, Wurieo] ToM= FAHY B2 S A9 422
gutd o= g7t glo] AxH 7iICERE 4 FUHASERE tUXE JEE HAT 4= itk Az
ke A9 dole ARER] g=th 18g £ A2 29| 7441 FAEY HE AgtEojof
sh, AT kIt FA T Aol tigtk ojelo] & o FEE Fodske] tAE FHEo gt
S T3t A AR Telo|HAIE i $-27F B4 A} FoiKistell AR Hold AAl= A=
ZQ BAETE AU 2EL2 % VIR ARRE £ gk FiAE Hiole 4 Bof e AE
tisl oA Aargt & Ql= oA, It e 115 A 2ol @ 8ol gk ARE A1)
AqelE QFsk= Aol ZAE H & ddT 5= U= Aolth o] ARdoA= (HolE ) 92 AA Ee A8
7}s/do] FAlsk= ot A7t glom, Axof fRtE= S Agsl= Zo] B&ARl si2dd AolZk=
AoT A9 ot TASIAT. ek AW tiHYS a5 AMIE HoiE 1T o, A 93 43T
22 G 979 dQl7} LR oF= gt dubxog AxH ARto R ULy FAsiE tRE JRE
A 5= Qitkal BAISFAT (Primary Holding: Considering the significant privacy interests involved,
the police are generally not permitted to search digital information on a cell phone seized from
an arrested person, unless an exception to the warrant requirement such as exigent circumstances
applies).
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V. AA7F GPSYA AR &89 JAWE 54
1. Mo

AF7HA] A A2 A9 AR = JHE B9 AAFA 9] FRF SAREAlH.
ol7]0l| Biste] AREE AAZE GPSHAIHES] F+4]- B8} olof Hiet AW FA7F 22
Sat AP ow RAWT ok AARZE GPSHAGE Y] 242 GPSAIYHFA7] F2lof
Ofjt AT} ZHY7IA=0] ofet AAIZE GPSHAIAEE F25h= HRloE FEE.
ol tisfire F 74 A&l AIZF A7ld. A= /il A GPSHAGEL
A A18x7t Hodhks SAMH sigst=rte] AT SANEESH A2z wad
L < Toal, F7|EAloletal 92 Aol ARk - ol A AR
A2 HARES - 5SS 3 2ol Al - A3 B 7TERe] A JpAfof] ofste] RE
SAAY Alshs Ze Tt TEbA SANEES
= A} A ARE SREGIE B
T k. oA sk - 71AIE 71| Atelol wekE A2 -SAlE 2ulshe GPSHA
2 FAHEE A 5419
ZAHFE AlRtsto] HARRE GPSARHEE AW Al1822] o HeollA wiAIsHA ==
i , d gRelxtze] Heol 714
Fe3 SAlol sigske ElV A= AAFARRRE sfgRithe S Alefete] THste
of gt} A= GPSHAIGES} 1 Aetof Afolrt 9l & H& HHSA7I719] #A] &Rl
= o 719 AAHEE F2A5h= 714 Atold]

55) Carpenter v. United States, 12~15.
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HloJg] SAl'o] A7|EAl9] Jide® ] 7L Sl e Al o AARE GPSHA
B A A18x9] SA9] vjdI Ao 23 HeEe SAoR &
24, AR GPSAAE Ee A4 7128 AP wIEy} A, A EESHA
Hoitotof sk AU Ef ke Eut ofye}, SAMUESHAS] SAloRA WA
Tl BDI Ao o3 HoE50

T A S HEREYA M oo Y SAHYESTHAY FAREA ) WA A=
o] fIRFAAE AlS-2782 AAIRE GPSHAIEE Y Alga4e 2RIt s 4 itk
A ANEA 9] HAIE GPSHAEES] S+40] sk T e A7 el

=
I
et
o2
g
(o)

ARFHQ] GPSYIXHRE] BE B ool thefAlt rNRY HE W o]§ Fo Tt
7 wep BRe] WA A7k gl AR AAZE GPSSIA

B 0] AP e Bolrks
2

AR Fo] el AT WA A7 naAslolok & lolth5® ofstol Al AXIZE

56) AA/ELF, AV GPSHXS27] E8-& 3t HAAT, == Al15¢ A25 (2018), 87%.

57) X EL S 9 o] Fof II HES thaF Zo] AAFE 52 =S Algtsta, =g AXHFES]
BozA 9 FEFA], o] - A7 Ag 5 AT ZN JXAHE U RIAAHEE HoslaA} Fic)
O 9AZH o2 JiQl T= AFAY 28 AA] ofdstal o) 7iQl EE ols/do] A= B4 AAFEE
4 - o] = AlTokes AS SAMHA R AT ) @ ERIY JEBAVIZIE EASHAY JEE
E85l= 59 HoR AXFEAAAL 52 &0 BRI JJAYAFEE A= A FATHA 15
X A23); ® FRAFEE 4T 5= = FA7 F24 B Hlofoke A tisto] AAHE S=312F1]7F
F2bE AME djofil= oA ax]stojof & 975 HIGItHA| 152 A3Y); @ AAFEAIYAL SollA
PAHES] &, Uz, & 52 WAT] Foto] R FHF - T AR AFsHAY JLEIAE
Aot 59 TEH 2Ae W5 ARy g5t AZEQo]9] &8 59 V|&H RAE AT IRE
B A6 A17); ® FRHRAIGAL 53t 11 SHLoIAY SHLoIRd A thste] 2 FA; 4A
H JHIAEE F4 - ¥R - JE B 3ok A2 FANHA17X); ® YAFEARIAT RIS
FotaAt o Aol e 28 WE-E o8k AR & RIYAFEFA 9] & dojof T
OEE FARIHA8X A1), @ MAAAFEFAC] 597t U= 9 B2 ALstas AAZEAAR}
SOl RIPFARE E= AAFE =4 - o]d - AlFAM ERIARE o8kt PA| T= AT HAE
ol o]-&stAY A3ANA Algshs Ae FARMHARLIR). AR AL T8EHF 5), 12-13F% =X

58) WG4/8r8]y, BAMUE A} Fofdst ARAHES AT 4 5183 LT - 5Y9 FAAMKIERIAL
F $AEH vwste], FAEAATL A28W A4Z (2017), 203F-L “EH|HO| EAAA Solxtg FHL
20019 A GAl ZYER0H 20059 P oZ BAV|AFY] YRFHARTF 7P 2N FHFSe
PAFEE 1T 4 A =AUk AT RFEE =T 5= = U A3 AAH 842 HAEE
A ottt A3z HAQ) BolRals HojlA SAEEIA L] FA-E 2k QAT A ERiAtR
9] 4 943 Faks 5Y 2719 ¥4 A%l HEY Ut oA 5Y 2719 WA AAgolA A71d
HAHA EARE JdE 72 Qoke AL ousit). o]zfgt SHE g9] s o= Frojdste] AAIzE
FHL 5 8HA| Y= A2 wAHY Es| BAARIERA|Q] 7171 Algt 2 £85HA] &AL Utk HollA
olgigt s tL Polrt. wEtA] A FAMAFOIA PRI Q= AXNFEL] HAZE 42 AxH
S0 = FX|=E]ojof gt IHAQ] YXAHET} ofd Aol YXFE Yo} AAZE ARFEE FH5]
HoliAE M2 o] Easitt TSt AR T2 BAIA ERIAtFEE o5 2ao] 2HgE
4= Q7] 2ol s 9zt QI Holth 5] of2fgt YA ETT AXFte R FYE = A 71EH Y
o= e FAAM gRIAtEe} v|wste] D55k = wEbA AR Io] o]o sk fsiAe ot
AAg 9710] Qsir} 1 itk B, 59U FAAESHAS BAH0lE A g BARNEE S A
AN ERIAEAE 27499 Bl E AARE, AFEAT A9A A3S (2009); AAL/EETHE 56),
81-112% =,
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GPSANHRY F2o] T 1] Auale] WIS LntEozA Lol BRI A4}

A4S RES Wk

FEHo= & o AAZE AAHEY] 2L GPSYAIFZ719] Falof ofgh Wt 7MY
Al='g o &Rt AARZE GPSAAEEY] FAHO R trls 4= QU 201249 1€ 23Y v
A H YL United States v. Jones AFAONA A[EFo| thgt GPSYUA|FA7|E “F2
(attaching)"s}al o]& ©o]&sto] A7|7F AFFY] F2UZ “AAl(monitoring)’ st 9=
A 4 AdxTt At G Q= ok 40 gttt WA sHT59)

GPSRIAIFA7] Fatat g 7HI7A5S o837t AAIZE GPSHAA RS 42 A
SuollAls 851 QA gt o] HPAlZ 77| RS0l GPSHA|7E FaRE THQ19] B4l
WA FHASho] FE AZE B 1 A1 SAATE 7H7ASE AR A SR
W1 7 GPSYAFEE 7HI7IA=) ASsHA Bl olE Bl Froisste] fix]2o] o]F
oj XA Hr}.60

(2) &= T

A APREUL GPSANFH/1S MBS Aol 2Hsto] vloRrile] TEIE H9
of ol WAFORIS] ALYEe] RS WsIske Zolm, wWep nl3 A 4 A4zl

ofaf AAGAo] Lagh “4ao] sjgstnz Aol glo] o]Felx GPSEIXFA7Y

59) Stephanie Lockwood, Who Knows Where You've Been? Privacy Concerns Regarding the Use of
Cellular Phones as Personal Locators, 18 Harv. J. L. & Tech. 307 (2004) Z=.

60) BALF 5), 5-6&0| w2, u|=Zo)|A&= Harris Corporation®A A4t B El= StingRayS E5F0] A%
7121 AXE 71 A2 E FojRste] Bdo s Fixskr|7)7) olE AR 71X ]= A5 ' eRlste] Ff
Ag} AAFEE StingRayE ASSIEE sto] FojAske] AXHEE wfotel= Hb4lo] o8& qlrkal itk

61) Paul M. Schwartz, Privacy and Participation: Personal Information and Public Sector Regulation
in the US, 80 Iowa L. Rev. 553 (1995); Press Release, Information Commissioner’s Office, Common
Sense on Street View Must Prevail, Says the ICO (April 23, 2009) & Z=.

62) 132 S.Ct.945 (2012).
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AFG-S 013 Aol SNFETHY WASATES) Tk, SAb o] oj3] 914}
B3 o] Ago] NAERE LA Y A9 olF FAsHe Ao vl AU
H P Aldzo] APdFAS L Q5HA] YTh= United States v. Knotts6DARAE F-83F 2JH]
£ AJdch ook IRERL Knots AN MHHGS] Aol FRER} ndE
25 Boto] olEshs A% A9 olFof High ZefolHAl= eflolal A VIdE
AT 4= glokal TAISHR7] dizo|t). HhHoj o]n] A& Hiel Zo] &E|&Ql Y glo
35A8}E F20j|A o]Foj7] 7]19] Foh8-S =S Katz ARHS)OA ARHiH A &2
ARl o] gl SE == EHIYS AT o UL Sto] JA=9] SRt} et
gttt o]} o] GPSHAAIFA7IE o8z A AP 94 }lo]
ARIY FA, 2 5ol tigt 4o sigato] 1RARIA] of ol Hish thdRt =2]71 rt.c0)

ClEo] 771 A =5 o8&t AAIZE GPSHAIEE Y] 2|1} et A% Alod4ak 2
United States v. Skinner AFAZ @7 AHKE7|Z2 3},

—_

o)
&
>,
N
:Oé
T
o
2
O

1) GPS{UXIFHT| 22F & ZA| A - United States v. Jones®?)

7h WA e 74

o= AYTiES 201219 149 239 Jones ARACIA Jones2] Aol GPS—"F 2 BAE
“B2Fslal oF olgsto] A7|7H28Y%) AFFe] RAUE “HAISHE e AHHE

A]
AUET A DAL PR SHe Salo] Sgalthn WA =, Jones A1)
o
-

T0)A L GPSHIARA7] B2t o2 B 471700) T Jones] AMIE] BTG
sk el oleka Boleh. vl AL of @A) Aje 71&50] WEH A1

AR SIESHaA0] that Soloh TS Hge vt QlA)er vhule] 7K QAR FAel
A 10k 2 AR A 7A10] AX|o] BIksH o] AT Fo)F astrhs
A% BojF3 ek webd Jones BAL BaHsHA olalsty] oA ozt sl

AEnto|of(Sotomayer) HHT A2 E(Alito) tHHES] A AuE HQ7} QUrt.68)

J[N

63) Adam Koppel, Note, Warranting a Warrant: Fourth Amendment Concerns Raised By Law
Enforcement's Warrantless Use of GPS and Cellular Phone Tracking, 64 U. Miami L. Rev. 1061,
1065 (2010); Andrew E. Taslitz, The Fourth Amendment in the Twenty-First Century: Technology,
Privacy and Human Emotions, 65 Law & Contemp. Probs. 125 (2002) ZZ%.

64) 460 U.S. 276 (1983).

65) 389 U.S. 347 (1967).

66) ZASE A2 Thomas K. Clancy, What Is a “Search” Within the Meaning of the Fourth Amendment,
70 Alb. L. Rev. 1 (2006); Tracey Maclin, Katz, Kyllo, and Technology: Virtual Fourth Amendment
Protection in the Twenty-First Century, 72 Miss. L.J. 51 (2002) & &X.

67) °|5t] Jones WA HEL oA (F 10), 192-199&8 Q94 U H2HA A1 Alolt.
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AEntolo] TS th=o)7o] ERIQJo|2-S F/gsto] mpekpatel] GPse] E-go] AFY
oo tEttE Aol HA%Hat a minimum) 2.2 FRthal SHHAE, Ao
O FEOE Foo] S BS S B vt Qi &, AEntojo] ti#2 GPSo
ofgt A AAE A 7 A429 —H‘“i Hie UFE oige] g 5249
AL Ak 2Ad AZE]|oKScalia) tHHTe] gt 559 thpold-e B0l R

=

wet GPS “RAT} GAI7E B Aoleky Hoky, LelE tPHTE FHUOE & 49
o FxIAL 1T ASE AT Aol A% LeE u 2EulololS EFY

5919] thH#2 “Z717+2] GPS AA|o) Qg ZFA](long-term monitoring of a GPS device)”
7F “78219] g2l& 9l AMEE] 7|H(reasonable expectation of privacy) & gt Zlo]
= 220 soto = /1] AMEE Ho o] GHE TSt ATE 7hH2T SE|E die
3} 2Erlololg X8t 5919] HHTS Kawz AHAY] 057128 R4/t @ Ao& Held
AFHH L2 Jones AFAONA ERAUCIEC R BAT Aoz Hol XA|qt, of4s] &
o} AEutolo] TS EFHTE 5212 Katz0] Zeto|HAlof gt F¥ao| e Fejel
7IH9] 71%& AASHL Atz HollA, Jones AROlIA Katz 710l &3] diAld 22
ofdEh= ol frefalioR ghth.o9 ERE Jones AR Knotts ARATOIE H]ioto] AT
Bast gk

CHL, Jones BA9] SR GPSE B2 310 2] ob/|5j 8lo] AHHede as
She RQl7lo] Tt BAI AHelA hE 2EAA el Ho] Sojsiok Tk, S
el oo Fxolo] At 490l B 2T WeE 99 aske sl 59
2802 18] gh] oItk Lol GPs “HAFol ol Ba gtk gl
A717E0] GPSAR|O) 2J3F AT (short-term monitoring of the GPS device)E oAl

=

68) Kaitlyn A. Kerrane, Keeping up with Officer Jones: A Comprehensive Look at the Fourth Amendment
and GPS Surveillance, 79 FDMLR 1695 (2011) #Z.

69) B85 5). 7&.

70) United States v. Knotts 460 U.S. 276 (1983).

71) Knotts AFoA A UL “F-EEZ(public roads) & +skal = B Ao ‘%TXH% g22xs
EZE(chloroform barrel)of ‘FZF = AQ] FXQkA ](radlo beeper)o|A o= ASE ZHA'SH= AL
A AP B35 J9E Hdfchzs Aol ofHER vl Ay 78 A4x7t B 9 BRE
Stk Aol b ol SFSkA] =Tkl WARE HEZE itk EEERE THES A2 YR Aol
-‘*Q-EE~ k= AF L olsY —Zr@fi AT A FAREe 2 FHS] TheslEgE, AT
7] A&E A5k A2 ojugt ‘ZefolHAlo] thgt ek 7| & sfistA] ¢7] wizoltt (the Supreme
Court held that the police had not engaged in a Fourth Amendment search when they tracked
the defendant by menas of a chloroform barrel containing a hidden radio beeper because the beeper
simply conveyed information that could be obtained by observing the defendant on public roads),
Knotts, 460 U.S. 276, 285% #%; Renée McDonald Hutchins, Tied Up In Knotts? GPS Technology
and the Fourth Amendment, 55 UCLA L. Rev. 409 (2007) ZZ.
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United States v. Jones AFA GPS HAXA|E ARESl= 74&of tisto] 2 x& u|= AUl
74 A4z T AYHAY AgS mEtt Aotk

WSS SEe Frle AL A B2 WYL BRE oA o Fejeld)
olefRt AL AT oS Aol AT Yol WHAAL, oS Sol 4Bl
AAE o] Y2 R GPS7} 7He3t ARMERZS] B9ofli= GPS AA| AR 5] Hro
2eH9l Y9 BRSH heolE ALY o[59] FHe] I3t GAE ARseh] W]
olzidt A9k wlw AYAY $4 A427F Hoote AL ok AR sfAfsfof
Stchal $461HA], United States v. Pineda-Moreno, 617 F.3d 1120 322 FAA|
(Kozinski) A2 ¥HH o) <1853t & 2141 Y glo] A HAFAQl 415.9] Hhit

TS AABhs Aol AMYEe] AshE AASh= Katz v. United States, 389 U.S. 3479]

240 whetof thth= 740]‘:}.72)

A= QYL A S5t U= ol=TE AA Y ARt gl ARgol FAA 1 AR A
Fdol E Zolg= e 7}5}74] T Aoty o E5tstal oHs] dot U=
A=, ol Aro] A7IRY GPS A9 F2F: Al 7E Ae] “ApiEe] el
7|H(reasonable expectation of privacy) & o5k H+=71ol JU=H, °l+= Jones HZ 2]
T84 EF5ta AYtiEEEY H HHzol ] 2777l sl B0l EAsta
It} duht @ 7|7t 123t AX|7L ARE 4 Qx| E ojH ERo] HHFolxio] thaio]
183 FAE AR 4 A0l HisiAlE o35 =219 ofX|7} dof Stk 87, Hl=
AulE e olfst WAS dote] AT FEL ukSo] 7] ste] ol Fjo] AA
O AASS AR Y=, Jones AFOAE ol I 424 A420] AMEo] st

ol

Adfl(an expansive view)2] S7H]

b
Bor
rk
1o
)
i
ng‘
>

Al(a minimalist approach)¥} 42
o Aslel shtE AuE Aom A4

2) 7FM71X|I2 0|2 AR - United States v. Skinner74)
7t AFEEA
2006 = HY|A] 9] HAUYPF=2 Christopher ShearerE AHE5FHL}E75) 1= James

72) 132 S.Ct. 945, 955~56 &=

73) Orin S. Kerr, Four Models of Fourth Amendment Protection, 60 Stan. L. Rev. 503 (2007); The Fourth
Amendment and New Technologies: Constitutional Myths and the Case for Caution, 102 Mich. L.
Rev. 801 (2004) & #=.

74) 690 F.3d 772 (6th Cir. 2012).

75) Harvard Law Review, Jan. 2013, Vol. 126, No. 3
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I

Michael Westo] 938 2d&H+= uiElshyt 2o FE  ZZl(marijuana-trafficking
conspiracy)?] 4¥o]RIt}.76) Shearer”} U]'QF‘EF’—'T%(Drug Enforcement Administration)
9] HA AKX Y(criminal informant)°] E7|2 At E951A}, ufektEat Q PE52 West”}
Shearer= YA] 35k 25 (courier)©]] 2]5] u}ﬂlﬂb}% ofg|xUZEE HUYAZ R7ts}
= 45 £8P fIsto], e TEAll oS FYEIL 7 olFo® S5 A3l Hoid
Sl=(disposable cell phones, registered under false name and puchased by another
conspiratory& ARESHIL QIth= AMS EASIITET7) 11 2RO UBE Fofjds}t Mol
uHEefE 2Hteke AFFe] 54 (description)& 53t o, vlofds= 2952 FHid
3} AR HEEH FHHSE W55= GPS FI(GPS coordinates)& 8% 0H= ping(Packet
Internet Groper: IE|Yl F& FH AS-GA} ) E= O 495 Boto] 2R Foi4d
StERE AEH GPS HEE g5517] fisto] HAe] Mgl obd HAY2] BB (court
order)78-& SE T}, mlofokdat Q JE-2 3Y 52t Skinner?] FoiAslOl pingAlsE H
Wi, 119 YR HAREe 2 A5t pingoll ST =AIH HolEE ARgSte, mlek
HE= 29SS WO o5 IO, 117} TexasollA SRS 7] fls |
= AL A HAT mpefdEtt 9952 *NHdo] W Hujy| 9l HEAF I
Lubbock #9] mlefit 5507 ol& ¥R, TEES S AZsIlon, 4k
0| Melvin Skinner¥< &15}99th79 Skinner= 1,1004-2-E(b)7} Y= ngjsht &%
S o= 7|aEo] RFTES WYTh Skinners= HFFTHE=o] AgYet HAAIZE FofHst
GPSIAFA S &3l 19 FaiAstollA HEH ARFES ZefolHAlo| digt F=ZQl
7THE Hsfotrtal Fot3ict80 Tt R oAU ping ATE ARSI HiE
7F € FoidstzRE GPS HolEE g55hs A2 ARYES 8= She
=Tl WA, Skinner®] 515 EJ51IHE8D Judge Rogersell HEH 29| 3 X=
T2k 2tk Skinnere 17t APEHH O R HERE U3-E FASHpay-as-you-go phone:

(https://harvardlawreview.org/issues/volume-126-issue-3/)
(https://harvardlawreview.org/2013/01/sixth-circuit-holds-that-pinging-a-targets-cell-phone-to-o
btain-gps-data-is-not-a-search-subject-to-warrant-requirement-ae-united-states-v-skinner-690-f
-3d-772-6th-cir-2012-rehae/)

76) Skinner, 690 F.3d 772, 775.

77) Harvard Law Review(F 75), 803%.

78) o] 9] B2 ASB|AL Skinner?] FHASN] AL 7| A= HHL}F GPSYARER A AXFEES
AFshs A W&o = siolth 34HF 5), 8% =

79) Harvard Law Review(F 75), 803%.

80) B&F 5), 9%

81) Skinner, 690 F.3d 772, 777.
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3 g mHoR A8 AY - WA HRHE W2 Fole]
Hat meroluiAle] el 7ehS 24 9] W] o] ARoAI: Y S A4l
SJuto] gicksd WY A AEL L8] glste] ASH £} AEE WEUTHE
ARe g8 1 A5 24 5 ot

. w7

AL AloFAR 2 WA AFT Katz 71200l JASHHA] Skinner= AH19] Fo & s}of A
U2 GPSIXAE L] meto|HAlo] thete] §ej2Ql 7|HE 24| gh=tial Hodrh aw Ale
TA YL Skinner7t 3-&EROMA AFSAFE o5k US17] WHEoll, Knotts AFS 1&
olHA €A HlolE(location data)= T<est AJZFA Q1 ZhAl(mere visual surveillance)S
BN 5T S AT TSNS @AY FAHYS AAA 07 HE GPS YHE
23Rt FAst ARAHEE F537F JH I} Skinner] YRS 4ok Hl] E20] HAEA
=, A2 gAY QstEgte 2 JEHE A2 5 UUE Aol s Aol
webA Skinnerof|Alis Zeto]HAlof tigt gFef 2]l Z|Hi7} QIgi7Iel, AHe] AARE XA

B 2 9 So] gy 44 Al4xo] T LML ohlsks Zolth YU o

et FH o= ARgAjAte] izt 24 X|8li(physical occupation of private property for
the purpose of obtaining information)7} UAATH= Fofl ZLASFARE, Skinner AFA0A+=
19 o] HojR|A] eekth= Folth. A, Jones AT BF] Skinner AR = AAIZ
Q22| 3U7IE A&EH T A T2 EXESHA oI AE v IR Zo] ofy it
(thus was not so comprehensive as to be unreasonable)= F0|t}.84 FAH YL FEZ
O = Jones AFAQ] AA] % United State v. Karo AFA85) =2]o]| 2JX|5}31t}.86) Karo AFAC]
A BR= FYRE 325171 fiste] o= ZH(a can of ether)ol] F2H FAA LAY
o m

Al |
(beeper)E ©1-&5t3ATE87) Jones AFAT 28], Karo AFHOA ARFcri -2 FA A1 SHEAL7]

82) Harvard Law Review(F 75), 804%.

83) Skinner, 690 F.3d 772, 777~78 &=; ESH A9 AloFAH Y2 United States v. Forest, 355 F.3d 942
(6th Cir. 2009)F S1-85FHA, mleftE=r QA2 PR 4 F Al44Q] A& (visual contact)S 2
T FOAE F4517] Hoto] GPS HolE7F ofdet WAIZ| A= HolEl(cell-site data)E AHEE =& okl
St 690 F.3d 772, 778~79 AZ.

84) United States v. Jones, 132 S.Ct. 945, 9495 QI-85t1 Q1= United States v. Skinner 690 F.3d 772,
780 F=.

85) 468 U.S. 705 (1984).

86) Harvard Law Review(F 75), 804%.

87) Karo, 468 U.S. 705, 708~09.
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= 1 I HZ Hbarrel)o] ToJAIA ALE7| Aol FHO] HH H(government informant)
o] &9 off Fahd AolEz, A Ultrespass)o] AT WebA g2 WRE dhe
Ao Sgot] ob=rhal TA|SETESS) a1, A]o] JHQl Ak HHsto] GPS
GAE F2E Jones@h= €2 Skinner AFAOIA AF-= Skinner?] FH7dSlof| ofw gt &7
A AZF(physical contac)® fIUCH, TI= FHASE FAFC=EHN GPS A&
(technology)¥ THE 2e A2 A3 537 dlieo 1459 EAE 748 4 o
TARE Zo]t}89) FAH L o]2fet olf& T FHidsks AM-EAl A9 HIRIE HEY
AT 5 WE519] SkinnerS2] AMEE Hoof digt FE 2Rl 7IdhE AAR = ol 55t

l_‘

fr

AXTE GPSHIAAFES] =4S Bl 7124 8o 7hs/d2 B AXIth 53] GPSHAA
Hoj| Hdok= 714 EA0= Qs AAES] eE 7hsdolu 11 ks W7t SAHER
S A9 BAR ERIAtE Bt E Z B ofye}, GPSYAFEE = - A% - B4

- 0]8 4 AT £ EF AR §71H0E AAE HAFE Y =0, AZEL0], HolE
Hlo]A Bl QIARFA] ARA|Ql ARHHAIAH ofsf dE|Hug 11 YAFEY /=,
F89] 7FsAE At 1™ Eotal b4 1gRt HieF o] AAE GPSHA A E S
FAEA Z-go] digh W& A7 Qlck GPSYAIAZEE JAFEZA NJAYEA7 | EAHH
-Tefo|HAIH 5ol Ot BE tiifo]BE ofF AlRtely] flsiAl= WHEA] WA ZA7F E8]
sttt -2yt A o] Qb4 A3 Skinner AFAOIAAE ping A5 E -85 AA|7E
AAFAS sHA Hohd ol= WA HERE Y0 ¥t Yoyt G20l vk
31 & Zojoh, E2 ofF] L-gugk= Skinner ARAOIA AR AAITE GPSYAIHEE 2]
T Sl ARIE FAVS 285kl QA itk SHAINE I THT RS PANEA o2 EESt
A

e, JEFAC AR St fle & O ARS ST 2ot JAARe R

—_

17

nek gL

88) Karo, 468 U.S. 705, 711~13.

89) Harvard Law Review(F 75), 805%.

90) Skinner, 690 F.3d 772, 7814.

91) 3SF 5), 1582 FAP|Ho] &9 7R = AlEHe|HE o]8oto] FefAst A4S sk A2 AA,
8L 50| ot Fat Z2 3o A& o= Foidste] RIS meld 4= QA Hlof 719 ZetolHAlo
gt ARl ZIdE Hofista, EX FHAs AR 71X g4l AlEEelEo] AZE ] e 5 1
Fidsh=s AR 5= gl7] w2l 1Y st gk HshE g5k, AR, 548 AAgo] lo] gyt
ti5o] o ARE 4= Gl BT 71&0l g&Esh] wigol v= A 4 AR 4 TS
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e

1 e BAHeE Ao HA & ste] olFFAAel MRt Foidste] AAFAE
[51H o|ZEAA} 108 32 308 TR AT YEFs A9} 9tk o) ul=
9] 7M1 A= 085t AT PRFHL ol A, o]F AFAT AT fAFH o=

FEHAL 92 o] BE- “=E7]s SN @A U ARIE Al «10}”4 S

Qe TR0 S QS Wio} S ARE S0 BB U o
solEiglct. &, 2] WAL GPSRZH7] AHig alst] ALK GPSHZ]XJ,EE I

o] Wash} W} LEAQ] 6H7:‘Q HaliH= 63*]'5‘-“6‘94 %“:‘J‘ﬁ?_ Ry
moﬂ GPS YRS ZF3 Sl SAplde] R47 F4S Asks Ao] vl
Sk, oz Aoz Shad Wago] Gl RS R chgsE T o) B3
E444 F58Nto] ohlet 24 9 Byt AT 9 7FE, AFold ¥ 77| ofeE &

=23
9Jojok 5}7] wjRolt}l gl= Ay} efetsitt 93) webA] AA|7F GPSI A Kol Ao tis

A B B0 A 52 B UEIRANS 250t Bl MBs A7 GPsIX
ZAo] et QA 9ALS FHSHE 5 AP FAVE 27
V. 28

A7) AREA|SS BEI SAMe) AuA FAY AH F AN

PR FHOR gk AAEH S B gHE Uekd 4 9l

)
do

i,
flo i

omg 94
47HA] FHIE FEsto] 2] dRAEA wEe) vl A HES AT E T HES)
Aok TAZA = ARGE F4 F olsHETA77Y AMS &'t HRIFA HHeR
AL A= A& RS B3 fAAFE FiE-5 999 B9 SAERIAMEAIR )
837 HHE FE2 AHATATt I SANEE S 2] diste] AHERR] S

|
oz PuAlel 718 Hah St ol A shaueic. vRbE St 7145
Hfol EA5R BE B4 /HUAHS0] Tig ARl SRS AT AL FeAe)

€ 72 dHol % AXRCE sigE AolEz WU Aol Basits Aol

92) $&F 5), 14%.

93) AAZ/HETHF 506), 83% <18-

94) BREEF 5), 1, 13%; Q715F, HAPgHo tigt 7| EARAT AR SAH, dHe=S A2158201049),
307-308% =,
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TV apo] e HEE FAEAT} wﬂg@w A4S Wyoen 718d Foo
o7t A BB ARl theh 9 PAEe Beoh vl T B Aol
740] EAsHs BEL mejo|A] Biols, Lo AWARAE AYTO] H]UT} 215
A oj® meho] theiAE X%f‘;} d H=E HT Bt Yok Eo
AAZE GPSAAHEEES B8oh= B9 AAFAIAE FAslo] A&z 08 245k FH|
0 gk A7 GPS9IA] 434 FA{o] ‘ttﬂ i

b o, ol1e] Eletol 1A% o} A2 O
o] gt §EE EARAS okt P2 mojww
2] Q¥ AR R AR ]2 JM%, R z}o ) H%w}ﬂ
Bt 4AEo] gonw JAHRY| $ABH RS
& 2408 S § A2sl ARl B A gkt 1% Sl
HE AFeha Qo] ATIABIA Fehdste] M4 Sof u]3ko] ZejoluA] s
Aol A, BANE A9 AQstns Wko] e AR ofsix] e
ANZE GPSYIARAS BRI SAMe] RS 1A FolEE Ao 9 o
A A83He WEow Flof & Aolthoo

i)
=
i
kI
30

95) ?JH*@LEL AAZE GPSYRAE Y] FAMEH 8-S HofiAls HA 374 HEREH AP a7t IS
T AZotAA, o710 E71t B )] Qe gdstEd |8 AW Al JgF9] delE
%Hiﬁi FArAEH A21620 oH%ok: A5 Fxolojor T Aoz AztErt (oh, HaE dAHAfiaE
FAASH A2163 AT A1S 5 A20032]20] H3E FEL FHHof| AR ol slo], A G o]
R mofzt A S PJolo] BRRIS] 4 58 FMcke A9 Hxo] 4G4 Qlo] Mg 4= Qe AR
A AR, Dozt O Ao £ Ao AFET, EA, GG TR 0134% 7153t AFgo]
9lojof Bt AR =3It AA] 2018. 4. 26. 201538370 5, = A 30-14), 573).
96) THF 5), 1558 F=x.
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il

rok

A4, AHNEA 1944 AH), BFgAL 2007.
Adel, AHSHA19%), HEAL, 2019.

F A, AHSHAZH), HEAL 2019.

ol=d, dAYsFo(Hod), &AL 2015.
g, AHsHAT7H), TEAE 2012.
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Abstract

Recently, a so-called Location-Based Service (LBS) has been activated using
geographical location information, which can lead to various constitutional problems
as well as various beneficial services. In particular, there is a great deal of concern
about infringement of fundamental rights in using such location information for
investigation purposes. The conflicts occur between the basic rights, especially
securing freedom of communication, privacy, protection of personal information,
and the investigatory utilization of location information. Therefore, this paper
discusses the key issues related to location tracking, which are currently in question,
in the following three categories. First, this paper discusses the sorts of location
information tracking methods, the second, tracking cell-site location information,
and the third, tracking real time GPS location information. In addition to these
discussions, this paper examines whether investigatory use of location information
infringes search warrant, freedom of communication, and right to self -determination
of personal information. Use of location information can be largely classified into
tracking of cell-site location information and GPS location tracking. The cell-site
location information tracking can be divided into two again. The first is a location
tracking method through the use of mobile information and communication
equipment, which is related to the request of the communication confirmation fact
data in the recent constitutional case. The second is a form in which communication
history and location information of all communication subscribers existing in a
specific base station are collectively. The following is the tracking of GPS location
information. The tracking of such GPS location information can be further divided
into two. First, there is a way to continuously track by attaching a location tracking
device. Second, there is a method of tracking real time GPS location information
using a virtual cell-site location, namely, a cell-site simulator. Since tracking real

time GPS location information is directly related to the privacy, freedom of
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communication, and right to self-determination of personal information, this papers
suggests that search warrant issued by courts be strictly needed for investigatory

use of real time GPS location information.
Keywords: Location Information, Cell Site Location Information tracking, GPS location

tracking, Freedom of Communication, Right to Self-Determination of Personal

Information, Privacy, Search Warrant
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stgiout, mlFelA “Stingray18) ARA190] WISHEA Ao FHRE AA
o]% A Uolet ARFONAL o] o] ALgo] Tt Heto] Erp0E|gl

oY PR 24T I3 AP Tfol=eiolvo] BA ool g FEo] Ty

4o o] Au|E Ag37|e] ol 2rk2) = WEEe] chet wo] RS ofn] Ao

16) —?—E]‘/Tﬂ}oﬂlﬂ% AlFIALE] 9] Hi 2 Sl ‘H%Q] HQEE0] Hwo] FalElo] gkot Al Eof nate] o=
BAAARON A Aol Aot ERE 9JF5E YW(The Communication Assistance for Law
Enforcemem Act, CALEA)°] o]u] 19945—‘?‘—5 AFE Ut A2 oju] FX]|9] Apioltt. o]of gt A=
WAz, vl=ia S-2ute] sS4 EC] Bt vy 1, EXFHAT A5238(2011), RDI=HEAIS
W], 337-342%.

17) o]& 771X =(Virtual Base Transceiver Station, VBTS) 7]&o]gkal Agtct olof tist AAl= “About
XCell Stealth Phone and GSM Interceptors”, <http://x-cellular.com/about.html), FHAY: 2019.4. 15

18) ‘Stingray+= &2 2o 30| Q= L3t eE Uit of7]|A= vlgollA - ARR Rl FAol5EAE
RS Tk ool Thel AT F o] AL
<https://techcrunch.com/2018/08/28/stingray-cell-phone-surveillance-devices-may-interfere-with
-911-calls-senator-says/y, AAY: 2019.4.28°4 4 4= Ut

19) The Wall Street Journal, “How ‘Stingray’ Devices \X/ork , 2011.9.21.A,
<https://blogs.wsj.com/digits/2011/09/21/how-stingray-devices-work/)>, A Y: 2019.4.15.

20) Bloomberg, “State Laws Start Catching Up to Police Phone Spying”, 2015.3.25.%},
<https://www.bloomberg.com/news/articles/2015-03-24/state-laws-start-catching-up-to-police-p
hone-spying), AMY: 2019.4.15.

21) The United States Department of Justice, “Justice Department Announces Enhanced Policy for Use
of Cell-Site Simulators”, 2015.9.3.A},
<https://www.justice.gov/opa/pr/justice-department-announces-enhanced-policy-use-cell-site-sim
ulatorsy, , AAY: 2019.4.15.

22) The New York Times, ‘New York Police Are Using Covert Cellphone Trackers, Civil Liberties Group
Says’, 2016.2.11.7,
<https:/ /www.nytimes.com/2016/02/12/nyregion/new-york-police-dept-cellphone-tracking-stingra
ys.html?_r=0), AAY: 2019.4.15; Ars Technica, “Judge rules in favor of ‘likely guilty’ murder suspect
found via stingray”, 2016.4.27.3},
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<https://arstechnica.com/tech-policy/2016/04/citing-unconstitutional-search-via-stingray-judge-s
uppresses-murder-evidence/), A Y: 2019.4.15.

23) olof T3k A=
<https://www.scribd.com/document/333638085/Kingfish-Quote#download&from_embed), FAAY:
2019.4.15.

24) HAMO| &3t A= <(https://www.karl.or.kr/html_2017/01/01), AMY: 2019.4.16.

25) olof] T3t L9 ZIAF=EE= JTBC, ‘WA AARE F4A SAHSE S91 8% AR 387, 2019.4.94
<http://news.jtbe.joins.com/article/article.aspx?news_id=NB11798014), A Y: 2019.4.16.

26) Eifi= 03 19 2342 FA|E= dlojgaks Qulo]A|gt, ¥ oR HAE 5 EXEA9] QulE 7k
glo]elo] tiste] T2 o] 2R AXsH= A, B IS Zdlof uet 7|2 HE glo[gE Tkt Yoy
A A3} (https://terms.naver.com/entry.nhn?docld=363593&cid=50372&categoryld=50372), A
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Qltt. o|]E ‘TCP/IP'2tal sk=d| dA| 2l= F2 494 WA (Internet protocol version
= 91 &Y B AFEY AEE
S 7171(device) AHA2] 10l= ottt ZZ+9] 7|7|= 11 E44% SR/l Wt A= Aolet
AE ARESH] whizoll, 7171 2ARE QIFY 4 YsiAe 1 WRolA SA418-89
REPA 0T WSk IS A vk 259 A AA|9] HE EEoA ARsAF A
Aleo] ZHErRlo] meego] B4 FAo] H%, TCP/IP' = UEY HIEHT FPF4 L
= 5&57] Hs AAdE Aolrh. wEhA Qe SiS SEE RS BT TU AL
= Ao} Ut
SHH TCP/IP' = 7171W 9] ARgo] oty A8 2 7= 7] dliol ole= A=
ot BT EAA RS A5 o=kl Q7] diwoll F4rF Aelon, wEAlSe] Fe
= BAAZ17] fI8 A2 DRl(packen= 220 AEshal =2 Fof HAShE WA
ATt TCP/IP' = ¥ Eka4lo] ofe} 585412 sl 7HE = 7] whzol =sts]
A k& Zo] 7]Eolt}. & HekS 1Bsfjof sk Bolli= 1L We{payload)s Y23l
T R T8y FAZA] 4RsE T e e dolth oS Hd wiZlo] wuA e
T WAZOA ERE S E(hub) A7t FAF S 4= SlojoF APWFS LElE &
W71 2ot} 1y B8 9o g Yot He B9 Aol F tErh 2
(router) ZH= FATE QU0A HZ ook 5171 whizeld. T1evh 5227 okel S Y
A ¢to = XYsHA d wioll= "3 (firewall) o2k 7%
7)ol X= 5] HRPHME Sdsks Eeol g8al & Folof Eoid 4= Qltt. ol
AEShE AAF 0](X-ray) FAP1&0] B2 ‘DPIoltt. HQRE AH|7F I8sk:, DPI+ ¥
Zo] HA7Fs/gel Hesk] sl AYskz wiHle] vig7HA] 4ol HAWA f/dS &<
She 2o /e 7lsoltth wEbe Sdshe Ee Wizl wglo] AAksor shal, il
o] T QU= HE W8S FHdoRt gttt oA B Hizls EsHAY 1 Ue2 =5t
o FHFA IS |7 of ek Aotk 3 JESHA] hoHA R4S A5
ohE W glth o]2f3k AHIE 7HAtE 11 85 A%lsto] 808 AMgsiEE, Rt

»

uic

2: 2019.4.16.
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THY7IA= o2 FAshe ol vk FAEA] Hare Biofl oI5k, ‘Stingray &= AR
4542 =2 HolHEAY e/ E A STl dEA Q3D o] E?l Faglel

71oll= %’L?‘L—Cﬂ 735et A 2 g Aol EAishs vl MEEES B
= 7H2d B Folid o o] Ad g7 28 A Hoh
FA|o= © 9]' o] A=Zo= A (universal subscriber identity module, USIM)°|L:
‘IMSI(International mobile subscriber identity) & 7FIAH 71715 EA5H7] 3t E7-9
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7ol Hlsl Akl shl.
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27) oo I3t A= 4%, F7PIEAS] sjAAEEC] tigh v - =7 R FRIA0) tigh ¥hkE F4lo s~
93 A1482(2012), WSS ATE], 352-355%.

28) olof Tt A= 4, dFY FAMDESHY EARET AT dEF H A14d A15(2015), =AE
a3, 48-50%.

29) =734 i=Ql, 201697263 BAIAIGRA] §7F HER] 5 A9 B"\;%RZW, 4-5%.

30) 4700 e AEEAE olgHozs RS A1, A WS 4TI0LS) S5 1] 399
FUY AFE AEUAEAIAS £E glols BUHo Btk Holof 3 Aol

31) olof] o3t A3Al= The Washington Post, How StingRay cellphone surveillance devices work”, 2018.4.124},
<https://www.washingtonpost.com/video/business/technology/how-stingray-cellphone-surveillance
-devices-work/2018/04/11/62c5f1b4-3db4-11e8-955b-7d2e19b79966_video.html?utm_term=.de2a
24bd9e10), AMY: 2019.4.16; Security Researcher, “How do Stingray, IMSI Catchers and Cell Tower
Simulators Work?”, 2015.11.21A},  <https://www.youtube.com/watch?v=LSQIs4PujCQ), AMY:
2019.4.16.
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Ch. ZIMIH S

ojfoll= H5 He= AFE dH7|2 St 4R} ARAE Y o= Tolvt SE Xds]
£ A B ET|Z SR Ay 71A] 2] S4]AQ1 Tofrt SRt HEF(Mobile), HlH[O]
E|(Big Data), AF=AEYl(Internet of Things, 10T), A5A5(Artificial Intelligence, Al)
5°] Aot ol=et /E7]|&o] A= Fote] ZAA (hyperconnectivity) R 2415
(superintelligence)?] 7]& S TN+ A XA AFEHo g Bl Qrh32) o]y
@ FEo MAL 2% 349 948 WA Su Yo D Fu: Ane] byt 1
A, @ LalglE o8 E&ols AFES B9l 7Y A& © HEHA: JH 2%
o]} o] Aotk o714 HH = QIXto] ARt FHof| IRt A] =t} &5
AL At el S Fate] AHAARE Fartel W ko] Sojgls
ololrTge] LA, Agto] YR S YREE T ol BT 2UET A
L AP} o Aol w8 oAl YENIE @A) el AR S - RAEA
Ago] =RtEA] ghett. Z4E9] AREo] AUl bRt AEESS S35 S8 M2
AAZ0] AT, o714 AAE PHES 2] S5t ARe B9 H(Access
Pt Aol AN 7 Selc, OIS 348 B A7 A
W Ut} S 24 9js) e Aueize] Ao ss BART, 1 4ng 5
MEE 7HIE ZEcHthe 442 Aotk

o|#3t =0 Higlo g Al ‘RFID'E A2 7]~—/L 7HEAl Eet. H(chip)e] 271

I} WA oFd S YT 430 7Kse He) FRE TR, Yobl A2 27t

A o AR ol Tk B oIl RE AVl Fo] 1eist
%, M=% RFID'Y 7FsAdell tigt @ o419 =9 JAY FAF ZofollA X188 Fo]
T}33) tHEA O Z = AMH|(Savi Technology)392h= SJAF 7HFst 553 RFID(active
RFID) 355 AMgoto] HAMSA O] 2 JH $348 3ok *Hﬂ?. IS = A of7]

oA 553 RFID'+ ©es] AEE 19 W Fell(passive RFID)2E B8] AAE HH

Ol

e o,

32) olof &St AM+= <(https://www.4th-ir.go. kr/4ir/listy, AL 2019.4.19.

33) AITIMES, “% ‘ToT-RFID’ 33 £¢, A2E deitte] G, 2019.1.24.4F
<http://aitimes.co.kr/news/view/48152), AL 2019.4.16; AEIT AUE & 4663], “[ITASFHA
RFID, 1T71€9] A A[8<& EtH”, 2013.10.29.4,
<https://www.youtube.com/watch?time_continue=446&v=ZyNYhDNLOn4), 7 0 2019.4.17.

34) o] A ¥ FAE <https://www.savi.com/)°]al, o] SJAF} AgYsial S{l% ] 7H‘?E]_'0ﬂ o3t e
<https://en.wikipedia.org/wiki/Savi_Technologyy, HAY: 2019.4.17.

35) AHIAZE 7S 559 RFIDY] A2+
<¢http://www.activerfidtracking. com/rfidi/Hardware.aspx?catld=c05), HAAY: 2019.4.17.
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tZolt}. o]2et =95 = s & 5= U= Zo] A AAAeE 39
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RFID' 9 5Y7L o5 7HA| AL St} & 27} o] 5ot ‘RFID' 7t ok}t ‘NEC'-&
= AYele 598 7152 A= Aol Aozt Slttd 7|7t ofdet AEE
SHE ARgSfof stal, 1 7Hs Ayt REID O Hlsf &7] gzl ol 7i7te] Eolof Shh=
A AxY Aot}

TR CIEE Zide] 33 sl S g ol 24 U et 2o
A7)l stel O BF-BE] 1 8L A5 EE AEIHe A0 @ $441S
AR 0] o, Tk vt AR1EA g el ABelel a0 AnE

2 HRS 2]5719] G el HolN @0 FARAS 2
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MEAe] BAI0] SFshert s BAVE Witk B BAS ARl A
S4AIBHE 2B00|8E, Ts] 71717 1L AL Site] 2t 7SR E WA RS
S410] SgatA gb] WRolcksn 5 Fue] 4712 U] et BA] Bk A,
oy FAl™e] B5o] thoR B Revke] BAME Y ekt 44 elct A2

?1

Adl, T40] F90u 20 tiet EE BS54 Aot 47 1ttt deiFes A4 9
SAZ WATD Zolu, A SR Aot AU EE B SEAIAEe R H
FIL U= $AS BA o® wAsfoR & Zlolnt. fushd Al -SE el thHlstalAlst
© SRS FA1A YA EAUHAL Hotof 517] miiEolt38) o] AREQIEYl S
-29] FEFAollA AT BHG JEHES FEoH H71 whizoll, thao] EAsf4o
Xgd Fort lrial Bt & A2 A9l J9os wrstal olo 55X o= thugt
a7k tke Aot =HiA] oftj71A] AAE gobdA], dAfzM= & 4 f17] dlzelth
o] HEE 72 olopr|Z Folyr|2 ok, BEEA ANAR SokS E3 Y Axfe]
FO 2 Al BEotet BAL B EFRAE FHVVIE FACE THHsHA dZsh|

36) o] gt JMl= 249, SAldloly F8-9] Aeje}t 1 A, st A1555(2014), WFEFoHEHAT3],
138-140%.

37) BVerfG, Beschluss vom 22.8.2006 - 2 BvR 1345/03.

38) olo] #sto= M.1.(3) oA T&s7|= 3t
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SFFRE PAOR JEHUA AT AV Z2ESATE e AAeH olslvt ot o] 4
] -pe}-o=-g0 2 N Fulrt g ARSRIT. wEbA SO EAShE e
71712k Zupztdo] 2A7F e, Woke 71718 AEste] E718Kpairing)She 422
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Q9] o] ER RABAY WHoluz mele] HRPIL SOl BRA
(bluejacking),40) EFAU(bluesnarfing),4) 597 (bluebugging)4?’ 52 7] HIZ
201tk o] et BRAHS BASHE TR Helo] T8l AMspam)eAAE
HoH 8 L 18 TR 1 Uk A G YA 74
sk gsle T, 24 ol old HolgE A=A e ST Wale) efet
7 37] 957] ThEolth) T AASA] REL UK 420 s)730] Btk ok
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39) ololl gk A= dlolH A A]uxl,
<https://terms.naver.com/entry.nhn?docld=3572035&cid=59088&categoryld=59096), HAMY: 2019.4.17.

40) olo] tist ANE Q7|mdo}, <https://en.wikipedia.org/wiki/Bluejacking), AMY: 2019.4.17.

41) olof gigt A= 97| t]o}, <https://en.wikipedia.org/wiki/Bluesnarfing), AMY: 2019.4.17.

42) olof tigt A= Y7]H o}, <https://en.wikipedia.org/wiki/Bluebugging), HAY: 2019.4.17.

43) YR Qsto] Eefj9] Hlolg Ho] s AAEAMY, F7]oF Aol EAH = o] T
29 X7} itkal £} o]of #stol= MM.1.3) oA F&sH|E gth

44) olo] tfgt AAl= techopedia, <https://www.techopedia.com/definition/5044/bluebugging), AY:
2019.4.17; webopedia, <https://www.webopedia.com/TERM/B/bluebugging.html), A2Y: 2019.4.17.
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Y AS7HA] S2lke S HlolE Q] FAE FEste] Ao ekl & S49EAl
9] mi7le A2 Y3st=o] Q17| sitt. ESt tashE 9ol 2 olA A=Y £4
7b fithe 0] 71k st Ry dske B9 Hbs HRt TIeRA 4
HlGAS] BookE AR St Qvke AL 71dsfor k. nl=e] el 2E FF
+/dEAll e AHS SAH s APsial dstos A uf, A Slo] Yook =4
4 & 52 ot FokAb A= A S si7RE TARY FA[of dis I HE)
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45) F7PgE LA tiglel FEiQd, 201631263 BAIAIGERA] 57 Y3iskel 5 AFAQ] HEZRA, 27-28%
2 40-41%.

46) =9 TP HES] B3] Fdtole SR, AT YRR TP REsIer TRYTA, va AT A13d
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51) BVerfG, Urteil des Ersten Senats vom 27, Februar 2008 - 1 BvR 370/07 - Rn. 1-333.

52) olof &St A= Y7]Tto}, <https://en.wikipedia.org/wiki/Edward_Snowden), HAAMA: 2019.4.24.

53) WAAFA, =P ho] FuiFt= RCS AJEA s, 2015.7.22.4
<https://www.mk.co.kr/news/it/view/2015/07/704066/), A Y: 2019.4.23; ZAH|Z, “FAYo] £+
g g, ff AREES SHIGAY Eoo 21, 2015.7.16.4

133



ST HieH H15(2019. 6.)

FYstel ALg3I9l7] wolct,

oIRE|A Al et o] o] Sk oby nisiet. Yol BHOR Ftel
Aslon AYBSE 05 Bt 540 BAow AYHAL AL, olo] e WA
gk T Aol B OE Holglyls s Aol AR Aol § S U g
B STIIECIS P E BANURSHE ol U714 AAES S

>~I

2387] 01, e oA oleleh BRE AUHA 9 L) SIek oleler A
RS 31837 SIehA7t ohlet wolsh] SlshMolek. o] AL P4 B Atz

P
ASEE B}, 210l ofe AYBSIol e T EAL A3 hEEe) o
o}, 3k F7lo] ofsk G<lo] ofn] Ao AT o], P4t SeET TS Aol
g ARE okt b olAl Al that WA melE Ah Aokt g

B4 AR BEE 59 7170 o @9;94 A9, WA g oRi Al RRE Lol
RS o] Avbdoltt. 717]9) BNARS $11 YT T & AEe|X0] Aol
Ol HEES APIAL 0)F thlA B AU WAGH D 44959 © AL8ATH
71715 AFg3Hs telolut 4% 52 ANTEo 2 mUE sHe WA © AH8A
SHEAS SHe AS o2 Attow H8slo] Wbt z%mw %o] 701t we}
A G2 Aol BAagEAe) Aol AV B, @8 AR FHGe] @)oln
2 SAEE o] BRI

S olefat e YolAE BAEel §iA etk WA ©9f WA s
55olc o} 7149 AdoE uiekRArd o] Mol YT FE U3 @0 AYT S
QAT 71712 415l W75o] obd] A7 SHAE)] ofdol AL, Walg.o 2 Hhdlo] 1A

ol o Wakt T o FUS sH RS GLehEA. ol dhel A4kt BUHBE
AP AL ol2id MAATE AWSH Ze1A| F45dng A2stAY, ohd
0] BAYAY Folek. weba] AL ALgAe] F7} glo] S 71719 AAdAAL
AHABTORA 0] AFUIL & 5 515k 5 ALTAUE g0l A ok

282 Wolmelm 59 A3 WAARIt (HElskAEh Ao A7IEAe] §5alg

<http://businessnews. chosun.com/site/data/hmﬂ_dir/ZOl5/07/ 16/2015071601001.htmly, 7AMY: 2019.4.23.

54) olo] gt Al AR, “F7HPYEYS] RCS & WA AR, ‘FA3Y o1 A siEdS st EE
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63) StPO § 100b.

64) StPO § 100a (1) 3.

65) StPO § 100a (5) 1 b).

66) StPO § 100a (5) 1 a): die laufende Telekommunikation (Absatz 1 Satz 2)

67) StPO § 100b (4): § 100a Absatz 5 und 6 gilt mit Ausnahme von Absatz 5 Satz 1 Nummer 1 entsprechend.
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69) StPO § 100b (1): Auch ohne Wissen des Betroffenen darf mit technischen Mitteln in ein von dem
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Abstract

This article is designed to devise a preemptive response of the legal system to
the advanced wiretapping technologies. That is, this paper is intended not to
interpret the current legislation but to draw up a new discourse that corresponds
to technology. Therefore, legal discussions are conducted on the basis of a review
of the technical elements of wiretapping in the overall and the main content is to
devise the reform of the legal system centered on the legal issues derived from this
process.

The first part of this article is allotted to reviewing the current wiretapping
technology and analyzing the legal confusion arising from the perspective of the
technology. First, it was classified as voice communication, data communication and
next-generation communication and a brief legal analysis was conducted based on
the characteristics and trends of these technologies. Then, the wiretapping
technology was divided into cases of kidnap’ and ‘invasion’ to describe the confusion
arising from the wiretapping of the current legislation. Regarding the kidnapping
method, it was reviewed that the wiretapping standard of the current law, which
is a requirement of real-time, is already technically meaningless. In the case of
invasion methods, I specified the limits of our legislation that could not distinguish
between hacking and cracking.

Based on this technical trend and understanding of the confusion of legislation,
a full-scale legal review was conducted in the middle part of this article based on
a technical point of view. Firstly, I analyze the problem of classification. Since the
current approach to classification as voice communication and data communication
is no longer meaningful due to the digitization of voice communication, it is rather
reasonable and effective to approach direct and indirect wiretapping in its
classification. Second, when the method of invasion is carried out, it has been argued

that invasions which are aimed at wiretapping have the function of search and
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seizure, and invasions that are the purpose of the search and seizure have the
function of wiretapping at the same time. In other words, it is necessary to change
the legal concept to set up a clear boundary between wiretapping and the search
and seizure. Third, the possibility of application for new technological environment
was examined for ‘interference in transmission and reception’, which is defined by
the current law as a type of wiretapping. It has been argued that if the new form
of wiretapping can be accepted as an open concept, it can be used as an effective
regulatory measure for next generation communication technologies.

Following this analysis of the issues from a technical perspective, the last part
of the article considered major issues from a legal policy perspective. First, it was
suggested that in the current digital communication environment, it is desirable to
ensure that there is no gap in the protection of basic rights by taking into account
the search and seizure under the Criminal Procedure Act and the wiretapping under
the Protection of Communications Secrets Act at the same time. Next, it was pointed
out that there is a need to conceptually and systematically distinguish between
wiretapping for investigation purposes and wiretapping for security purposes. In
practice, it may be necessary to vary the scope of wiretapping and the level of
technology used, but above all, it is necessary to prevent misuse and abuse of
wiretapping. Finally, it is detailed about the blank space of basic rights. When looking
at the information that is subject to the protection of communications secrets, there
is a gap that can not be filled even if rights of the protection of communications
secrets and the personal information self-determination and privacy are applied.
In this regard, I have argued for the necessity of introducing the so-called
“fundamental rights of IT” which was declared as a new fundamental right in

Germany.

Keywords: wiretapping, communication, packet, search and seizure, fundamental rights of
IT
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Abstract

1. Art. 1 Abs. 1 KV lautet: “Korea ist eine demokratische Republik.” Dieser
vorliegenden Untersuchung ist eine Studie, um einen Begriff der verfassungsrechtlichen
Republik zu erstellen. Bisher war das Verstindnis der Republik nach Art. 1 Abs. 1
KV verwirrend und kompliziert.

2. In Hinsicht auf den Begriff der Republik konzentriert dieser Artikel sich auf
Folgendes: O “res publica’ als Etymologie der Republik, @ Tradition und
geschichtliche Erfahrung, die mit der Akzeptanz des westlichen politischen Begriffs
"Republik" verbunden sind, @ Die koreanische Verfassungstext und
Verfassungswirklichkeit, @ Moderne Errungenschaften des republikanischen
politischen Denkens(Republikanismus).

3. In diesem Artikel wurden die bestehenden Ansichten zur Republik kritisiert.
Und in dieser Studie konzentrieren sich der Verfasser auf die wichtigsten
konzeptuellen Elemente der Republik die wihrend des Prozesses der Nachverfolgung
der Ursprilnge der Republik erworben wurden. Die offentliche Ding als die
wichtigsten konzeptuellen Elemente der Republik unterscheidet sich von der privaten
Ding oder der insgesamten Ding. Und die offentliche Ding ist die Norm, die die
folgenden drei Bedeutungen impliziert: @ Grundsatz der Transparenz und der
Publizitit, @ Gemeinwohl(6ffentliches Gut) als Weg zum Verfassungsstaat und seiner
Verwirklichung, 3 Grundsatz der praktischen Konkordanz.

4. Damit der Staat als Republik bestehen kann, muss die interne Heterogenitit
des Staates gemif offentliche Ding, die Wert der Verfassungsdimension ist, erhalten,
verwaltet und harmonisiert werden. In dieser Hinsicht ist “Republik” nach Artikel
1 Absatz 1 KV eine verfassungsrechtliche Grundlage fiir die Steuerung und Kontrolle

der Handlungen staatlicher Institutionen.

Keywords: res publica, Republik, Republikanismus, Publizitit, Verfassungsstaat, praktische

Konkordanz, offentlich, privat, insgesamt
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Abstract

Das Sondervotum bezieht sich auf die Stellungnahme des Richters, der in einer
Entscheidung angezeigt wird, der dem Entscheidungstenor oder der Entscheidungs-
griinde widerspricht. Das Sondervotum bedeutet, dass die Entscheidung des
Verfassungsgerichts nicht einstimmig von den Richtern beschlossen wurde. In der
Verfassungsgerichtsbarkeit ist der Entscheidungstenor nicht immer die Meinung
vieler Richter. Das Sondervotum ist nicht immer die Meinung einer kleinen Anzahl
von Richtern, daher konnen viele Richter Sondervotum vertreten. In Artikel 34 Absatz
1 des Verfassungsgerichtsgesetzes heiBt es: ,Die an der Entscheidung beteiligten
Richter geben ihre Stellungnahmen in der Entscheidung ab.” Das Sondervotum
erscheint nur im Plenum. Die Angabe von Sondervotum ist ein Recht, keine Pflicht
des Richters. Das Sondervotum bewirkt keine Entscheidung des Verfassungsgerichts.

Die Einfithrung des Sondervotums ist Ausdruck fir den in Fragen des
Verfassungsgerichts vorhandenen Pluralismus in Methode und Ergebnis der
Verfassungsinterpretation. Die Funktion des Sondervotums ist wie folgt: O das
Sondervotum informiert die Offentlichkeit iiber die Ergebnisse der verschiedenen
Verfassungsinterpretation. @ das Sondervotum zeigt, dass die Entscheidung des
Verfassungsgerichts endgiiltig ist, jedoch nicht die einzige Schlussfolgerung zur
Verfassungsinterpretation. 3 die Genehmigung des Sondervotums kann die
Mehrheitsmeinung deutlicher machen, sodass das Argument des Gerichts oft die Form
eines diplomatischen Kompromisses verhindern kann. @ wenn der Entscheidungs-
tenor iiberzeugender ist als das Sondervotum, hebt es die Giltigkeit der
Mehrheitsmeinung hervor. ® wenn das Sondervotum iiberzeugender ist als der
Entscheidungstenor, kann es das Problem der Mehrheitsmeinung hervorheben. ® die
Existenz von Sondervotum zeigt, dass die Entscheidung des Verfassungsgerichts der
Abschluss der Diskussion der Richter ist. @ das Sondervotum erlaubt einem Richter,

der nicht vollstindig mit dem Entscheidungstenor einverstanden sein kann, seine
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Personlichkeit als Richter zu wahren, indem er einen Weg o6ffnet, um sein Gewissen
zu bewahren. die Rechtsentwicklung wird gefordert und kann manchmal dazu
fithren, dass Gesetze zeitweise erlassen oder aufgehoben werden konnen. ® das
Sondervotum kann die Meinungen der einzelnen Richter auf transparente Weise
eroffnen, sodass die Offentlichkeit das Verfassungsgericht oder die Richter

kontrollieren kann.

Keywords: Sondervotum, Verfassungsgericht, Richter des Verfasssungsgericht,

Kollegialprinzip, Verfassungsgerichtsbarkeit
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